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Cyber-Physical Systems

Cyber-Physical Systems (CPSs) integrate physical processes, computational
resources and communication capabilities.
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Many applications: smart grids,¥Ywater distribution networks, unmanned (aerial,
ground, underwater) vehicles, biomedical and health care devices, air traffic
management systems, and many others.
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Security of CPS

How vulnerable are UAVs to cyber attacks?
What Stuxnet's Exposure As An
American Weapon Means
For Cyberwar Cyberattack Inflicts Massive Damage on German Steel Factory

Keeping your car safe from hacking

Automakers and NHTSA scramble to protect your privacy and safety
Pubkshed: May 07, 2015 06:00 AM

FBI: Hacker claimed to have taken over
flight's engine controls
5 s Pe, £HY x Em?rghg'rechnulugyﬁamthea)ﬁv

Security Experts Hack
Teleoperated Surgical Robot

Thefirst hijacking of a medical telerobot raises important
questions over the security of remote surgery, say computer
security experts.
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Security of CPSs

Management Layer Security measures protecting only the

I computational and communication layers

are necessary but not sufficient for

Supervisory Layer guaranteeing the safe operation of the
I entire system

Network Layer

I

Communication Layer

I Exploit also system dynamics to
e assess correctness and compatibility
Control Layer of measurements,

e ensure robustness and resilience with
respect to malicious attacks.

Physical Layer

[Q. Zhu and T. Basar, 2015]

DISMA, Torino, 23-27sept. 2019 6



CPSs modeled as hybrid systems

Management Layer

I

Supervisory Layer

I

Network Layer

I

Communication Layer

I

Control Layer

Physical Layer
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Linear Hybrid systems
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Hybrid system modeling framework

Definition. An H-system is a tuple: H=(=2.Z0.T,.h,S.E,G.R,6,A)
DISCRETE P - e :‘/" -:’__jh-\\‘ ///
LAYER _~ /__*_«: e
./,/ . /./
./’/ L
: L N4
qs i L
owd T ‘/—\‘ CONTINUOUS
e & & & & > LAYER
e Z=0QX%xX hybrid state space
s E,CE set of initial hybrid states

Y=Y; XRP hybrid output space

h:Q - Y, discrete output function

S associates to each discrete state a dynamical system S(i) described by:
x; = A;x(t) + Bju(t)
y(&) = Cix(t)

e ECQXQ admissible discrete transitions

e G:E-2% guard

e RIEXX->2X reset

e §:Q-R* minimum dwell time associated to i € Q

A: Q » RtU{e0} maximum dwell time associated to i € Q
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Continuous State Evolution

Definition: A hybrid time basis is a sequence of intervals t = {Iy, I, ..., Iy} =
{1}, with N < o or N = oo, I; = [t;, t{] for all i < N such that

e if N < oo then either Iy = [ty, ty] OF Iy = [ty, tr)

o t;<t; =t foralli
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Discrete State Evolution

s
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dy ===

lh ty=t

t,=1, t,=t; Cs=1,
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Observed output

Vi

[

V'

h: () — Y isthe discrete output function, where Y is the discrete output space
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t,=t, t,=t,
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Observablity and diagnosabillity of H-systems

DISCRETE /\
LAYER e

T A CONTINUOUS

—_— ‘ — > LAYER

 Observability: possibility of determining the current discrete state

and the continuous state, on the basis of the observed output
information.

 Diagnosability: possibility of detecting the occurrence of
particular subsets of hybrid states, for example faulty states, on
the basis of the observations, within a finite time interval.
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Observabllity and resilience: example 1

(5) (D) ®

x(t+1) = —Lx(t) + Bu(t)

1 jeN
Lii =3 =V j=i
= Cx(t H :
Y x(£) 0 otherwise
—2 1 1 07 17
11 -3 1 1 1o 01 0 0
L_1 1 -3 1 B_o C_l0001
0o 1 1 =2 0.
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Observability and resilience: example 1

(5) (D) ®

Link disconnection:;

x(t+ 1) = —Lx(t) + Bu(t) 1 j_e Nl
y:Cx(t) lij= —| Vi J =1
0 otherwise
—2 1 1 0 ] (1]
- 11 -2 0 1 10 101 0 O
L_1 0o -2 1 B_o C_l0001
| 0 1 1 -2 0]
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Observablity and resilience: example 1

Q)G

Node disconnection:

x(t +1) = —Lx(t) + Bu(t) 1 J EN;
y = Cx(t) Lij=4—I™  j=i
0 otherwise
—1 0 1 0] (1]
= 10 0 O 0 = 10 — [0 0 0 O
L_1 0 -2 1 B‘o C_l0001]
0 0 1 -—1] 10
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Observability and resilience: example 2

ObjeCtIVES: ((“' controller |,
« Extract the maximum available power | py =pcpc =210
from renewable sources C
 Provide/absorb the power when needed | 8 —= bc/oc — (@
- S LOAD
by means of the battery (( [controlier |5 |
« Stabilize grid and load voltage (also in Fl‘
case of disturbances) SC == DC/DC FI=>|p
(‘((o controller | %~

[lovine et al. 2017]

X Q;‘ X3 Q\»\ X7
R N e
| |
[ Cpy PV Cg [~ B Csc SC LOAD I
I
A el i 1 !
| Uq u,z Uj I

B o e o e e e o e M M S M S S e M M e M M M S G M M e M M M S e e e e e e
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Observability and resilience: example 2

Cy— ROS.’\'\' —— Cs Co—T

Linearized digital model

x(k +1) = Ax(k) + [By D] ;x((kk))] Ax(k) + Bu(k)

y(k) = Cx(k) + w(k) » Sparse attack w(k) € SP

S =

x(k) € RY, u(k) € R™, y(k) € RP
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Observability of H-systems

PLANT HYBRID MODEL

DISCRETE QUTPUT
Yd

CONTINUoUS INPUT U
> f — (q’ x) y CONTINUOUS OUTPUT
——

HYBRID STATE

Definition. The system H is observable if there exists a function &: Y x U —» =
which, by setting

EMlio.en o) = (4(0), 2(1))

satisfies the following conditon:
< there exists £ > 0 such that:

. a(t) =q(t V t>t DETERMINATION
q( ) q( ) OF THE HYBRID
. |Z(t) —x(t)]| = 0 V t>1 STATE

for any generic input @i € U, for any execution y with u = 4 .
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Role of the input

For an input u €U , with U set of piecewise
continuous functions, define the norm of u as:

lull = supierllu()l

where |[u(t)|| standard Euclidean norm of the
vector u(t) in the space R™.

A generic Input @i € U Is any Input function that
belongs to a dense subset of the set U
equipped with the above defined norm.



Role of dwell time

Is observability of each pair (4;, C;) necessary and sufficient for the observability of H?

Example:

x € R%,A() = A+ o

h(i) =1, Vi € Q
561 = X1 1 0
S(1) =<x, =x, A = lo 1] C;=1[1 0]
y=X1
.7.6'1 - x1 1 0
y=X2

The pairs (4;, C;) are not observable,
however H is observable!

12 h2) = 2
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Role of reset, graph topology

Example:
/\Rez = I
h(i) =1, Vi EQ
\/
R., =0
L2 1 0 |
A = lo 1 Az = _11 } Ap = [0 3] The pairs (4;, C;)
are not
C; =10 0] C,=[0 0] C.=1[0 0] observable

At most after 3A units of time the state is equal to O because of the reset function
definition. Hence, H is observable!
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~ State estimation of H-systems

HYBRID SYSTEM

Ya

\ T

HYBRID
OBSERVER
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Location observer design

Goal: Determine current discrete state of H by using discrete output information
either independently from continuous output evolution or by using also
continuous evolution.

PLANT HYBRID MODEL

§ =(q,x)

Y d DISCRETE OUTPUT

Yd

LOCATION X
OBSERVER

i

v

Discrete information only
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Finite state machine associated to H

HYBRID SYSTEM H=E=(0Q,X),2, =(Q¢,Xy),Y=(Y,RP),h,S,EG,R,SA)

’ FINITE STATE MACHINE
Nondeterministic finite state machine o
(FSM) that abstracts the dependence of

the discrete dynamics of H from its |
continuous evolution:
M = (0, QoY h, )

DISMA, Torino, 23-27sept. 2019 27




Finite state machine associated to H

M — (Ql QOJ Y} h: E)

Given the evolution in time of the H-system y = (q, 7, q), where t is a time basis
with card(t) = L, the event-based evolution of the FSM is a string ¢

State execution of M: a(1) € Q
o(k) = q(ty_q1), k=12, ..,L
olk+1)€ Succ(a(k)), k=1,..,L—-1

X* set of all state executions
X set of infinite state executions with a(1) € Q,

Liveness: succ(i) #® V i€Q
Discrete output of M: h(o(k)) = h(q(tk-1)) = ya(ti-1)

Output string of M: h: X* - (Y \ {e})”

where for g € X* , h(o) = P(s), s = (h(a(l)) h(a(lal)))
where for an output string s € Y*, P(s) denotes the string obtained
from s by erasing all € symbols.
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~ Current location observability of M

Definition: The FSM M is current location observable if there exists k € Z, such
that for any string ¢ € X with unknown (1) € Q,, the knowledge of the output
string h(a|[1x)) Mmakes it possible to infer that o(k) = i, for some i € Q, for all k >

k.

d d

3 £y
{0 2,

Current location observable!
[Ramadge, CDC 1986]
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Current location observability

Theorem. The FSM M is current location observable if and only if for every
persistent state i € @, of M:

1) k(@) # €

2) there exists a singleton state {i} in the observer 0, and it is the only
persistent state of 0,, containing i.

U

M and 0,, have the same set of persistent states!
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Current location observability of H
(using discrete output only)

H-system FSM

A< oo
Current location O Current location
observability ¢ observability

Assuming finite maximum dwell time, current location observability of M is
equivalent to current location observability of H.

DISMA, Torino, 23-27sept. 2019 31



Current location observability of H
(using discrete output only)

H-system ESM
A< oo
Current location o Current Iocg_tion
observability ¢ observability

What if the maximum dwell time is A= o0?

Critical location observability is needed!
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~Critical observability of M

Definition: The FSM M is {i} — critically location observable if, for any k € Z,
whenever o(k) = i, the knowledge of the output string h(a|[1,k]) makes it possible
to infer that o(k) =i. If M is {i} — critically location observable for all i € Q, then it
is called critically location observable.

Theorem: The FSM M is {i} — critically location observable only if h(i) # ¢.

Not {1} — critically location
observable

Not {5} — critically location
observable
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Observabillity of critical states

Q, = {unauth. crossing} /

Engines
Taf\’ffi’?g/ Running
Ask for Taxi on Taxing
crossing - airport way
gf'w"'/
Waiting at Unobs. :
stop-bar _,Unnufhorlzed
crossing
Crossing EmBT‘Q-BﬂCY % .
Braking
Unobs. Unobs.
Authorized
' ., Taxi to
crossing Crossing completed hangar
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Critical observability of H

Definition. The H-system is {i} —critically location observable if there exists a
function &:Y x U — E such that, by setting

EMio.g o) = (3@, 2(@))

whenever q(t,) =i
q) =i V t € (ty, trsr)

for any generic input #i € U and for any execution y with u = 1.

The H-system is critically location observable if it is {i}—critically location
observable for all i € Q.

Theorem. The H-system is critically location observable if and only if it is current
location observable with £ = 0.
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Current location observability of H
(using discrete output only)

H-system FSM

A< o
Current location -l Current location observability
observability o
{i} — critical location p {i} — critical location
observability ol observability
Current location msmm ¥ Current location observability

observability s Vv {i} — critical location observability
A= o Vi € reach(Qy)

H-system is current location observable only if h(i) # ¢, for all "persistent in time"
states i € Qy,Ureach(Qs).
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Current location observability
(mixed continuous and discrete information)

Question: What if the discrete output information is not sufficient to estimate the
current discrete location?

Example:

If the current output symbol is b, we can deduce that the current mode is either
| or j. However, the modes i and j cannot be distinguished only on the basis of
the discrete output information, although no state is silent.

Solution: Continuous inputs and outputs can be used to obtain some additional
information that may be useful for the identification of the plant current location.
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Location detector

PLANT HYBRID MODEL

Y d DISCRETE ouTPUT
CONTINUOUS INPUT  Qf ——>

E — (q, X) | _»y CONTINUOUS OUTPUT

—Q
4

u LOCATION y
DETECTOR

COMPLEMENTARY <5
DISCRETE OUTPUT y

\ 4

LOCATION | Yd
OBSERVER

v Q)
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Location detector design

LOCATION DETECTOR

u A
- YV compLEMENTARY
)
y L H DISCRETE OUTPUT
—

Theorem. The FSM M is current location observable if and only if for every
persistent state i € @, of M:

There exists persistent state of M
1) M E—) having unobservable output.

Ly has to produce an output event y

Example: /
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Location detector design

LOCATION DETECTOR

u A
- YV compLEMENTARY
—
y L H DISCRETE OUTPUT
—

Theorem. The FSM M is current location observable if and only if for every

persistent state i € @, of M:
There exist persistent states of M that

are not distinguishable by using only
discrete output information.
Question: Is it possible to distinguish

2) there exis | ' those states by using continuous
in the observer information? .
onl ' f . N
y persis O N - .
containiag i. Xampie. /' @a N,
PERSISTENT - | .
STATES OF |\
Oy b\ 24 Jg_ __- J ______
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Input-generic distinguishabllity

Goal: Determine the current discrete state of a linear H-system by using only the
continuous output information.

Definition: Two linear systems S; and S, are input generic distinguishable if,
given an arbitrarily small t > 0, for all (x;(0) , x,(0)) and for a generic input u € U,

Vilio.y # Yalio,0)-

o 512 nxn
- Yy = C1X(t) A; ER i =1,2
" x = A;x + Bju '
Bi S Rnxm [ = 1,2
u + y
1 s - Ci €RP™ =12
> x - Azx + Bzu
Y2 = Cox(t)
Ay = ] B12:[ Ciz = €1 —(3]
12 1 2
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Sparse attacks

 Physical process modeled as a linear dynamic system:

x(t+ 1) = Ax(t) + Bu(t)
y(t) = Cx(t) +e(t)

with t € N, x(t) € R", u(t) € R™, y(t) € RP, where ¢;(t)# 0 (some sensors are
attacked)

Sparse attacks [Fawzi and Tabuada, 2014]:

e ¢ (t) can be arbitrary (no stochastic model, no boundedness,...)

e set of attacked sensors is fixed, but unknown

» the attacker has only access to a subset of sensors (whose cardinality is at most
equal to o)

- T Notation:
e e(t)est oa=le®lo<p

[e(0)|e(1)|e(2)|e(3)]=
o e|[0,3] € «:S;l:p

* O % O
* O KO
*» O O
* O KO



Secure distinguishability

[, ]

x(t+1) = A;x(t) + Bu(t)

¥(8) = Cix(t)
u
x(t +1) = A;x(t) + Byu(t)

y(©) = Cix(t)

x(t+1) = Aygx(t) + Byu(t) q
Yq(t) = Cqx(t) + wy (1)

w, (t) € SP: sparse attack

wq(t)|0,0-1] € CSE”™: collecting t samples
A; O . B; . =[C: —=C:
A;jj = [Ol Aj] B;j = [Bj] Cij = [Ci il

Definition: §; and S; are a0 —securely distinguishable (w.r.t. generic inputs and
for all o —sparse attacks on sensors) if there exists T € N s. t.

Yilio,e=11 # Yjlio,r-1]
for any pair of intial states x,; and x, i for any pair of ¢ —sparse attack vectors

wi(t)]0,z-1] € CSP™ and w;(t)|j0,z-1] € CSP”, and for any generic input sequence
U|[0,T_1), andu € U .
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Secure distinguishabllity | {

x(t + 1) = Ajx(t) + Bju(t)
y(t) = Cx(t)

Cl]Bl] 0 0 7 [ C;

ij
C::A::B:: C::B:: 0 C::A;:

My =| 7Y : : oy = .Y =10 =0
CijA;T?By;  CijA;T By .. CijBij. |Cij ATt

GiventhesetT c {1, ..,p}, IT| < 20, let M;; be the matrix obtained by the triples
(4;, B;, C;r) and (4, B;, C;r), where C; 1 is the matrix obtained from C; by removing
the rows contained in T'.

Theorem: S; and S; are 00 —securely distinguishable if and only if for any set I’
with T < {1, ..., p}, [T| < 20, the matrix M;; # 0.




Secure distinguishability

x(t+1) = Agx(t) + Bi[u(t) + v ()]
y() = Cix(t)

x(t+1) =Agx(t) + By[u(t) + v, (£)] q=1i,j
Vq(£) = Cax(t) + wy(0)

w,(t) € S5, v,(t) € S

x(t+1) = Ajx(t) + Bj[u(t) + uj(r)]
y(t) = Gx(t)

A; O B;

Definition: S; and S; are op —securely distinguishable (w.r.t. generic inputs,
generic p —sparse attacks on actuators, and for all ¢ —sparse attacks on sensors) if
there exists T € N s. t.

Yilio,e=11 # Yjlio,r-1]
for any pair of intial states x,; and x,;, for any pair of o —sparse attack vectors
wi(t)ljo,r-1] € CS5" and w;(t)lj0-1) € CS,°, and for any generic (u,v;,v;) € U X
Spt X S5t



Location detector design

Examples:

Distinguishability — of (S, ;) allows
distinguishing mode i and mode j, despite
the same output symbol

Distinguishability of (S;,S;), (S, S;) and
(Sk,S;) ensures current location observability

even though the persistent states i and j are
silent
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Current location observability
(mixed continuous and discrete information)

When only discrete output information is used, current location observability of H
can be checked on the FSM M.

: . : 1
How to check current location observability of H when continuous output |
information is used? I

—— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

H is transformed into an «equivalent» hybrid system H’ with purely discrete
output information and with no silent states by translating the continuous
output information into discrete output signals.
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Current location observability
_(mixed continuous and discrete information)

1. Ifi € Qpis a persistent state, then either it is not silent (h(i) # ¢) or the pair of
dynamical systems (S;,S;) is distinguishable for any other state j such that |
belongs to succ(i).

Example:

S »

State i is a persistent state and it is silent, thus distinguishability of pairs (S;, ;)
and (S;, S;,) Is necessary



Current location observability
(mixed continuous and discrete information)

2. If i ereach(Q,)\Qy , then either it is not silent (h(i) # ¢) or the pair of
dynamical systems (S;,S;) Is distinguishable for any other state j predecessor

of i.

Example: Q

"o b »

(1)

Qo = {2}

State i Is a persistent state and it is silent, thus distinguishability of pairs (S;, S;)
and (8;,S,) Is necessary

3. If step 1 and step 2 are possible, H is current location observable if H' (with
purely discrete output and no silent states) is current location observable, and
this can be checked on the FSM associated to H'.



Hybrid observer design

CONTINUOUS INPUT

PLANT HYBRID MODEL

Y d DISCRETE ouTPUT

§ =(q,x)

Y conTINuOUS OuTPUT

LOCATION
DETECTOR

S

v

LOCATION

Yd

OBSERVER

Q>

\

CONTINUOUS

OBSERVER

v

v
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Diagnosability of M

M =(Q,Q,,Y,h E) Critical set: f) € (

) —diagnosability describes the possibility of inferring that the state belongs
to 2, on the basis of the output execution

For any infinite state execution o € X two cases are possible:
. ok)€EQ,V KkELZ
. a(k) € Q, for some k € Z (crossing event)

If (ii) holds, let k, be the minimum value of k such that o(k) € Q,otherwise k, = o
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Parametrical (0 —Diagnosability

Definition: M is parametrically 2 —diagnosable if there exist t € Z, § € Z, and T €
Z U {0} such that for any string ¢ € X with finite k,, whenever a(k) € Q and k €
[max{k,, (r + 1)}, ks + T1, it follows that for any string 6 € y~"1(y (0l e+s7)) » (1) €

n forsomel € [max{1, (k —y,)}, k + y,] and for some y,,y, € Z,y, < 6.

y = max{y,,v-} . uncertainty radius in the reconstruction of the step at which the

crossing event occurred

= § € Z : delay of the crossing event detection

= 7 € Z : initial time interval in which the crossing event is not required to be
detected

= T e Z U {} : time interval in which the occurrence of the crossing event must be

detected



Parametrical ) —Diagnosability

Parameters 7,T, 6,y

The crossing events
occurring in this interval do
not need to be detected

1. maxik,, (t+1)}=(t+1)

Any crossing event occurring
in this interval has to be
detected

:. Lid :' L 4 -

1 K, 1+7 ke +T k
2. maxik,, (t+ 1)} =k,

» ® i i >

1 1+17 kg4 ke +T Kk
3. No detection is required.

be — S

1k, ke +T 147 k

DISMA, Torino, 23-27sept. 2019
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Parametrical () —Diag: Special cases

O 02 —current state observability

« time interval within which the occurrence of the crossing event must be
detected: T =

 initial time interval where the crossing event is not required to be detected: T > 0

» delay of the crossing event detection: § = 0

O critical 2 —observability

» time interval within which the occurrence of the crossing event must be
detected: T = o

 initial time interval where the crossing event is not required to be detected: 1 = 0

» delay of the crossing event detection: § = 0

O 2 —initial state observability. T=0,7=0,§>20,Qc Qy,y;1 =7, =0
The crossing event is detected the first time it occurs, with delay § = 0

U 2 —diagnosability. T =0,t = 0. 1f6 = 0, 2 —observability



Parametrical () —Diagnosabllity

C
a b 9 d 0 ={3) M is not {3}-diag'
1) @ )

(4

2 = {2} M is {2}-diag

= {3}-diagnosability: For any t there exists an execution that crosses for the first
time after the interval 7, and it is not possible to detect the set 2 nor immediately
neither with a delay, or uncertainty
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Checking Q2 —Diagnosability

 The set-membership formalism and the derived algorithms are
very simple and intuitive, and allow checking the diagnosability
properties without constructing an observer.

« We can check diagnosability of a critical event, such as a faulty
event, and at the same time compute
« delay of the diagnosis with respect to the occurrence of the event,
 the uncertainty about the time at which that event occurred,

» the duration of a possible initial transient where the diagnosis is not possible
or not required.

[De Santis, Di Benedetto, 2017]



Secure diagnosability of hybrid systems

Definition: A linear hybrid system is ¢ —securely  — diagnosable if there exists T € N and a
function D: (U x Y x S) - {0,1}, called diagnoser, s.t.

L if EDeanE=0v(E®) eq vee[o,i—1],f>0)) then
D(u|[0.f+T—1]'n|[0,f+T]) =1, with nlj0,z471 = Walfo,e+17 Yljo,411 T Wlio,24+77), fOr any generic
input sequence (o ¢+7—1), With u € U, and for any attack sequence w|jo ¢y € €SS P

ii. if for any generic input sequence u|j .17, With u € U, and for any attack sequence
Wlioe] € €Sy, D(uloe-11, 7o) = 1 and
(t =0V (D (u|[0,t,_1],n|[0’t/]) =0,vt e[0,t—-1],t > O)) then &(f) € Q, for some ¢ €
[max{0,t — T}, t].

DIAGNOSER

.1




Abstracting procedure

If with Q@ = Q. X R", and discrete information is not sufficient to identify the
discrete state, continuous output information is needed.

* Original « Additional « Hybrid
hybrid outputs system with
system associated purely
 Partition of to discrete discrete
Q transitions information
N / . y, N J

The abstracting procedure leads to a hybrid system with purely discrete
information, that is equivalent to H(" with respect to the secure diagnosability

property.
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Abstracting procedure

- >

* Original « Additional « Hybrid
hybrid outputs system with
system: associated purely
partition of to discrete discrete
Q transitions information
- J - Y, - Y,

Theorem: Let the linear hybrid system H® be given, with §(q) = 8,1, A(q) # oo,
vq € Q. If H®) is Q. —diagnosable, then HV is ¢ —securely Q —diagnosable with
Q - QC X Rn.
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Approximate diagnosability

Let F € X be a set of faulty states, p = 0 a desired accuracy, Q = Q¢ X F

» If one is able to construct a symbolic metric system approximating a
continuous or hybrid control system X (with an infinite number of states) in
the sense of approximate simulation, we can check approximate
diagnosability of X on the symbolic system

= Symbolic models approximating continuous or hybrid control systems are
extensively investigated. Papers working with approximate simulation that
fit the framework of our contribution:

Pola et al., TAC-16; Pola et al., Autom-08]

Zamani et al., TAC-12], for possibly unstable nonlinear systems
Girard et al., TAC-10], for incrementally stable switched systems
Pola & Di Benedetto, TAC-14], for piecewise affine systems

13/23
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» Cyber-Physical Systems (CPS)
e Security for CPS

 Modeling CPS as hybrid systems

e Secure state estimation for hybrid systems
» Observability and diagnosability
e Secure mode distinguishability
e Secure diagnosability
» Approximate diagnosability

e Conclusions and future work
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Conclusions and ongoing work

e Secure state estimation problem for hybrid systems

* Predictability for hybrid systems

« Malicious attacks on both continuous and discrete output
iInformation

* More general representation of attacks

« Application of the results

DISMA, Torino, 23-27sept. 2019 62



- Some references

« F. Pasqualetti, F. Dorfler, and F. Bullo, “Control-theoretic methods for cyberphysical security: Geometric principles for optimal cross-layer resilient
control systems”, IEEE Control Systems, vol. 35, no. 1, pp. 110-127, Feb. 2015.

» G. Fiore, A. lovine, E. De Santis, M.D. Di Benedetto, “Secure state estimation for DC microgrids control”. IEEE Conference on Automation Science
and Engineering (CASE) 2017

Al lovine, S. B. Siad, G. Damm, E. De Santis and M. D. Di Benedetto, "Nonlinear Control of a DC MicroGrid for the Integration of Photovoltaic
Panels," in IEEE Transactions on Automation Science and Engineering, vol. 14, no. 2, pp. 524-535, April 2017.

e H. Fawzi, P. Tabuada and S. Diggavi, "Secure Estimation and Control for Cyber-Physical Systems Under Adversarial Attacks,” in IEEE
Transactions on Automatic Control, vol. 59, no. 6, pp. 1454-1467, June 2014.

* Y. Shoukry and P. Tabuada, “Event-triggered state observers for sparse sensor noise/attacks”, IEEE Transactions on Automatic Control, vol. 61,
no. 8, pp. 2079- 2091, Aug. 2016.

* Q. Hu, Y. H. Chang, and C. J. Tomlin, “Secure estimation for Unmanned Aerial Vehicles against adversarial cyber-attacks”, 30th Congress of the
International Council of the Aeronautical Sciences (ICAS), Sep. 2016.

e M. S. Chong, M. Wakaliki, and J. P. Hespanha, “Observability of linear systems under adversarial attacks”, in American Control Conference (ACC),
2015, Jul. 2015, pp. 24392444,

* M. Pajic, I. Lee, and G. J. Pappas, “Attack-resilient state estimation for noisy dynamical systems”, IEEE Transactions on Control of Network
Systems, vol. 4, no. 1, pp. 82-92, Mar. 2017.

* Y. Shoukry, P. Nuzzo, A. Puggelli, A. L. Sangiovanni-Vincentelli, S. A. Seshia, and P. Tabuada, “Secure state estimation for Cyber Physical
Systems under sensor attacks: A satisfiability modulo theory approach”, IEEE Transactions on Automatic Control, vol. PP, no. 99, pp. 1-1, 2017.

e Y. Zacchia Lun, A. D'Innocenzo, F. Smarra, |I. Malavolta, M. D. Di Benedetto: State of the Art of Cyber-Physical Systems Security: an Automatic
Control perspective Journal of Systems and Software, Journal of Systems and Software, 2019 DOI:10.1016/}.jss.2018.12.006

« J. Zaytoon and S. Lafortune. Overview of fault diagnosis methods for discrete event systems. Annual Reviews in Control, 37(2):308 — 320, 2013;
and references therein.

DISMA, Torino, 23-27sept. 2019 63



- Some references

M. Sayed-Mouchaweh. Discrete Event Systems: Diagnosis and Diagnosability. Springer Science & Business Media, 2014
F. Lin. Diagnosability of discrete event systems and its applications. Discrete Event Dynamic Systems, 4(2):197-212, 1994.

L. Ye and P. Dague. An optimized algorithm of general distributed diagnosability analysis for modular structures. IEEE Transactions on Automatic
Control, 62(4):1768-1780, April 2017.

S. Narasimhan and G. Biswas. Model-based diagnosis of hybrid systems. IEEE Transactions on Systems, Man, and Cybernetics - Part A: Systems
and Humans, 37(3):348-361, May 2007.

M. Bayoudh and L. Travé-Massuyées. Diagnosability analysis of hybrid systems cast in a discrete-event framework. Discrete Event Dynamic
Systems, 24(3):309-338, 2014.

A. Grastien, L. Travé-Massuyes, and V. Puig. Solving diagnosability of hybrid systems via abstraction and discrete event techniques, 20t World
Congress of the International Federation of Automatic Control (IFAC), 2017

O. Diene, E. R. Silva, and M. V. Moreira. Analysis and verification of the diagnosability of hybrid systems. 53rd IEEE Conference on Decision and
Control, pages 1-6, Dec 2014.

D. Luenberger, An introduction to observers, IEEE Transactions on Automatic Control, Dec 1971, Volume: 16, Issue: 6, pp. 596- 602. [21]

E. Sontag, On the Observability of Polynomial Systems, I: Finite-Time Problems, SIAM Journal on Control and Opt., Volume 17 Issue 1, pp. 139-
151, 1979.

P. Ramadge, Observability of discrete-event systems, CDC 1986.
P. Caines et al., Current-state tree, CDC 1988.
C.M. Ozveren, A.S. Willsky, Observability of discrete event dynamic systems, IEEE Trans. Automatic Control, 1990

A. Bemporad, G. Ferrari-Trecate, M. Morari, Observability and controllability of piecewise affine and hybrid systems. IEEE Transactions on
Automatic Control, 2000.

R. Vidal, A. Chiuso, S. Soatto, and S. Sastry. Observability of linear hybrid systems. In A. Pnueli and O. Maler, editors, Hybrid Systems:
Computation and Control, 2003.

P. Collins and J.H. van Schuppen. Observability of piecewise-affine hybrid systems., Hybrid Systems: Computation and Control, 2004.

DISMA, Torino, 23-27sept. 2019 64



Some references

E. De Santis and M. D. Di Benedetto. Observability and diagnosability of finite state systems: a unifying framework. Automatica,
81:115-122, 2017.

E. De Santis, M.D. Di Benedetto, Observability of hybrid dynamical systems, Foundations and Trends in Systems and Control,
vol. 3, n.4, pp. 363-540, 2016.

G. Fiore, E. De Santis, M.D. Di Benedetto, Secure Diagnosability of Hybrid Dynamical Systems, Chapter 7 in "Diagnosability,
Security and Safety of Hybrid Dynamic and Cyber-Physical Systems", Springer International Publishing GA2018, M. Sayed-
Mouchaweh Ed., pp. 175-200, 2018.

G. Fiore, E. De Santis, M.D. Di Benedetto, “Secure mode distinguishability for switching systems subject to sparse attacks”, 20th
World Congress of the International Federation of Automatic Control (IFAC), Toulouse, France, 2017.

A.Balluchi, L.Benvenuti, M.D.Di Benedetto, A.L.Sangiovanni-Vincentelli: Dynamical observers for hybrid systems: Theory and
Application to an Automotive Control Problem, Automatica, vol. 49, n. 4, 2013, pp. 915 - 925.

A.Balluchi, L.Benvenuti, M.D.Di Benedetto, A.L.Sangiovanni-Vincentelli: Design of Observers for Hybrid Systems. HSCCO02,
Claire J. Tomlin and Mark R. Greenstreet, Eds., vol. 2289 of Lecture Notes in Computer Science, Springer-Verlag, Berlin
Heidelberg New York, 2002, pp. 76-89.

G. Pola, E. De Santis, M.D. Di Benedetto: Approximate diagnosability of metric transition systems, 15th International Conference
on Software Engineering and Formal Methods, September 4-8, 2017, Trento (Italy), A. Cimatti and M. Sirjani Eds. Lecture Notes
in Computer Science, Springer Verlag, vol. no. 10469, pp. 269-283

G. Pola, E. De Santis, M.D. Di Benedetto: Approximate Diagnosis of Metric Systems, Control Systems Letters, IEEE L-CSS, 2(1):
115-120, January 2018.

DISMA, Torino, 23-27sept. 2019 65



Thank you!

DISMA, Torino, 23-27sept. 2019

66



	Diagnosability of Hybrid�Dynamical Systems
	Many thanks!
	Outline
	Cyber-Physical Systems
	Security of CPS
	Security of CPSs
	CPSs modeled as hybrid systems
	Outline
	Linear Hybrid systems
	Hybrid system modeling framework
	Continuous State Evolution
	Discrete State Evolution
	Observed output
	Observablity and diagnosability of H-systems
	Outline
	Observability and resilience: example 1
	Observability and resilience: example 1
	Observablity and resilience: example 1
	Observability and resilience: example 2
	Slide Number 20
	Observability of H-systems
	Role of the input
	Role of dwell time
	Role of reset, graph topology
	State estimation of H-systems
	Location observer design
	Finite state machine associated to H
	Finite state machine associated to H
	Current location observability of M 
	Current location observability
	Current location observability of H�(using discrete output only)
	Current location observability of H�(using discrete output only)�
	Critical observability of M 
	Observability of critical states
	Critical observability of H
	Current location observability of H�(using discrete output only)� 
	Current location observability�(mixed continuous and discrete information)
	Location detector
	Location detector design
	Location detector design
	Input-generic distinguishability
	Sparse attacks
	Secure distinguishability
	Secure distinguishability
	Secure distinguishability
	Location detector design
	Current location observability�(mixed continuous and discrete information)
	Current location observability�(mixed continuous and discrete information)
	Current location observability�(mixed continuous and discrete information)
	Hybrid observer design
	Diagnosability of M
	Parametrical Ω−Diagnosability
	Parametrical Ω−Diagnosability
	Parametrical Ω−Diag: Special cases
	Parametrical Ω−Diagnosability
	Checking Ω−Diagnosability
	Secure diagnosability of hybrid systems
	Abstracting procedure
	Abstracting procedure
	Slide Number 60
	Outline
	Conclusions and ongoing work
	Some references
	Some references
	Some references
	Thank you!��

